Dependence on computers to store and process sensitive information has made it necessary to secure them from intruders. A behavioral biometric such as keystroke dynamics which makes use of the typing cadence of an individual can be used to strengthen existing security techniques effectively and cheaply. Due to the ballistic (semi-autonomous) nature of the typing behavior it is difficult to impersonate, making it useful as a biometric. Therefore in this paper, we provide a basic background of the psychological basis behind the use of keystroke dynamics. We also discuss the data acquisition methods, approaches and the performance of the methods used by researchers on standard computer keyboards. In this survey, we find that the use and acceptance of this biometric could be increased by development of standardized databases, assignment of nomenclature for features, development of common data interchange formats, establishment of protocols for evaluating methods, and resolution of privacy issues.
Introduction
Computers have become an ubiquitous part of the modern society. In early 2011, online attacks on companies resulted in the shutdown of their networks and compromised the passwords and personal information of millions of users. Since we depend so much on computers to store and process sensitive information, it has become all the more necessary to secure them from intruders. For user authentication and identification in computer based applications, there is a need for simple, low-cost and unobtrusive device. A user can be defined as a person who attempts to access information stored on the computer or online using standard input device such as the keyboard. Use of biometrics such as face, fingerprints and signature requires additional tools to acquire the biometric which leads to an increase in costs. Use of a behavioral biometric which makes use of the typing pattern of an individual can be obtained using existing systems such as the standard keyboard, making it an inexpensive and extremely attractive technique. One of the major advantages of this biometric is that it is non-intrusive and can be applied covertly to augment existing cyber-security systems.
In the mid-19th century when the telegraph was used extensively it was observed that telegraph operators could identify other operators based on their typing rhythm. During World War II, a methodology known as the 'Fist of the Sender' was used to identify the sender of the telegraph by using the rhythm, pace and syncopation of the telegraph keys [43, c 2012 JPRR. All rights reserved. Permissions to make digital or hard copies of all or part of this work for personal or classroom use may be granted by JPRR provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, or to republish, requires a fee and/or special permission from JPRR. 153, 52] . Military troop movements could be tracked using this technology to determine the operators [18] . In the early '80s the National Science Foundation and the National Bureau of Standards in the United States conducted studies establishing that typing patterns contain unique characteristics that can be identified [42] . Shaffer [139] showed that typing is a motor programmed skill and that movements are organized prior to their actual execution. Therefore, a person's typing pattern is a behavioral characteristic that develops over a period of time and therefore cannot be shared, lost or forgotten. In any behavioral biometric one may expect to observe large variations in features. However, they provide sufficiently distinct information that can be used for identification and authentication [1] .
A biometric system can be divided into two categories based on the type of application -authentication and identification. Authentication is the process of determining whether someone is, in fact, who they claim to be. This authentication process is often categorized by the number of factors that they incorporate [25] : 1) something you know (e.g., a password), 2) something you have (e.g., token, certificate, ID badge etc.), and/or 3) something you are (e.g., biometrics finger print, iris scan, etc.). A strong authentication is referred to a combination of two or three of these processes. On the other hand identification is the process of associating the person with an identity [76] . In this process, the system seeks to gain knowledge about the subject and associate it with either a set of pre-defined or unknown identities. Therefore, in this paper we have clearly identified the works based on the type of application.
In recent years there have been a few surveys on keystroke dynamics [119, 140, 88, 44] . However, our paper differs from these papers in that it is more comprehensive and upto-date than any of the existing surveys. We list all the major research in this field and also research published in lesser known journals and conferences. In this paper we have attempted to explain the psychological basis behind the use of keystroke dynamics so as to provide researchers a basic understanding of the various processes involved in typing. This might enable researchers develop better typing models. We have listed all the publicly available databases to aid future researchers interested in research on keystroke dynamics so that accurate comparison of methods and results can be performed. In addition, this is the only paper which has listed currently available commercial solutions related to keystroke dynamics. Even though mobile and touchscreen devices are growing in popularity and research is being conducted on these devices [39, 27, 101] , physical keyboards still remain the primary device for data entry in many organizations. Hence, in this paper we focus our attention to keystroke dynamics applied to only physical keyboards.
The following sections describe the psychological basis, data acquisition parameters, available databases, algorithms and commercial solutions available in the field of keystroke biometrics.
Psychology
The advantage of using behavioral biometrics such as keystroke dynamics is that it can be collected even without the knowledge of the user. Human-computer interactions play an important role in keystroke dynamics [160] . Hence, in this section we attempt to provide a brief background on the low level human processes involved in typing behavior.
Psychological experiments conducted over the last century have demonstrated that repetitive, routine tasks such as speaking, writing, playing the piano, walking, dancing, and typing are governed by a set of actions. These actions can be predicted by developing a model which describes the series of steps undertaken to achieve the task. The motor systems plan and control the movement based on that information. Motor systems can be thought of as special cases of self-organizing systems [138] . During the late 20 th century, studies were undertaken to develop an understanding in the physiology and psychology of motor skill with an emphasis on telegraphic keying. Bryan and Harter [24] conducted a series of experiments on thirty-seven telegraphic operators having varying degrees of skill. It was observed that telegraphic operators could recognize other operators with whom they worked by listening to their characteristic typing patterns. Many operators claimed that they could also determine the gender of the operator by the style of his/her sending a message (page 35). The authors observed that learning to receive in telegraphic language is based on developing a hierarchy of psycho-physical habits [156] .
Cooper [41] presented the first general model information-flow flow identifying the major stages during transcription typewriting. Salthouse [134] proposed a composite model of the general stages in transcription typing based on earlier works by theorists as shown in Figure 1 . The first stage involved the perception or recognition of the characters. In this stage it was observed that typists tend to look some words ahead of the material that they are typing. Butsch [26] found that the eye span depended on the skill of the typist. He demonstrated that skilled typists have a higher eye span than unskilled typists.
The second stage is the parsing stage. In this stage the words perceived are stored in memory for a short time before they are typed out by the hand. The use of memory as a short-term buffer before typing was supported by experiments conducted by Thomas and Jones [150] . They postulated that the conversion of text to type involves a combination of serial and parallel information processing. Cooper demonstrated that typists break text in small predictable groups, due to the limitations on memory buffer size. Experiments conducted by Verwey and Dronkert [154] suggested that the motor chunking and simultaneous processing occur during a continuous key-pressing task when a timing structure is imposed.
The third stage is the translation of the discrete characters into commands. It comprises of the muscle movements which execute the actual motion of the hands and fingers. In the research conducted by Shaffer [137] , he speculated that the response latencies between typing consecutive symbols were paced by an internal, regular rhythm. He suggested that a motor program is not a fixed but a continually changing entity. He also observed that the subject makes use of the knowledge of movement transitions and that keystroke movements are organized prior to their actual execution [139] . The interval between consecutive keystrokes for expert typists was observed to be lesser than unskilled typists. The speed with which the finger moves was also twice as fast for an expert typist than in a novice [57] . Ostry [116] in his work on execution time in movement controls showed that organization of movement is associated with on-going behavior. In order to better understand the usercomputer interaction performance i.e., time required to perform a task, Card et al. [29] developed a Keystroke-level model.
The fourth stage is the actual execution of the text followed by the feedback system. After execution of the keystroke, a feedback is provided to ensure the accuracy of the system. There are three types of feedback, visual, auditory and kinesthetic. Work to show that editing and execution can occur continuously accordingly to predetermined schedules was conducted by Rosenbaum et al. [128] . They conducted experiments to examine the sequence of execution and programming in human motor programming. John [81] presented an engineering model of the typing phenomena based on Salthouse's work and created a computational theory that could explain and predict it using the Model Human Processor [30] . Rumelhart and Norman [130] performed a computer simulation of the skilled typist to show how a motor system can produce such overlaps in the finger movements. They represented some of the major factors involved in typing, including inter-keystroke interval times, the switching and doubling errors found in skilled typists. Although the model was not an accurate one, this was the first step towards developing a model to understand the working of a skilled typist. Although the model presented by Salthouse [134] is not a complete model, it encompasses some of the basic processes in typing. The paper highlights the ballistic nature of typing execution. Ballistic movements are, generally, semi-autonomous (that is, once they are initiated, they can't stop) and thus are behaviors that are difficult to fake. Each of these stages indicate the various processes involved that lead to the development of a unique typing behavior. This makes the case even stronger that an understanding of such information is useful in a biometric sense.
Data Acquisition
It was Spillane [143] who first suggested the use of keyboards to measure the keystroke dynamics of individuals for identification. During enrollment the timing pattern and the key pressure of the user would be stored along with an unique phrase (password). Thereafter, the user could access the system by entering the password and other identification. This information would be compared by the system with the stored password and keystroke dynamics, which would be used to identify the user. In the following paragraphs we describe some of the approaches taken by researchers to acquire data from users and the features that can be extracted from the raw data.
Text entry
Analysis of keystroke dynamics can be broadly classified into two types -static or structured text and dynamic or free text. Static analysis involves analyzing keystroke behavior of an individual on predetermined phrase(s) at certain points in the system. For example, when logging in a system the user's typing pattern is analyzed when he/she types the user-id and password. It can also involve the use of a particular phrase which is common for all the users of the system. Static text entry can be deployed in systems where there is no scope for further text entry. For example, when a user logs in to check his bank accounts online there is usually no further scope of text entry. Dynamic analysis involves continuous or periodic monitoring of keystroke behavior. It is first checked when a user logs in the system and continues thereafter. For example, if a person is browsing the web, certain websites maybe frequented by the user. A list of the commonly occurring websites and the typing behavior of the user while entering the string can be stored. In this case, a training phase would be needed where the user types a particular string several times so that a model can be built for that string. During the test phase, as the user types, the string is recorded along with its timing info which can then used for authentication. However, dynamic monitoring may lead to privacy issues due to its intrusive nature. Marsters [103] proposed a solution in his thesis where he collected only quadgraphs and stored the data in a matrix instead of an ordered log. This method discourages recovery of the keystroke log thereby improving the privacy of the data.
Environment
Environment plays an important role in determining the typing behavior of an individual. Depending on the type of keyboard, the rhythm or keystroke dynamics of the user may be affected. In many of the experiments conducted to examine classify users based on their typing behavior, they were asked to type on a particular machine. The machine had a software installed to record the keystrokes and timing information. The room and lighting conditions were relatively the same for all users. Such an environment where the data was collected is known as a controlled environment. In such an environment, the subjects may or may not be habituated to type using the specified keyboard. Therefore in some cases, the subjects were asked to practice on the keyboards before samples were collected. The data collected in a controlled environment may not be representative of the actual conditions in which a user types. An uncontrolled environment can be defined as an environment where researchers have only partial or no control over the way the subject enters information. In such an environment, subjects are asked to either download the program on their personal machines (desktops or laptops) or fill out a form online to provide keystroke information. In the former case, the subjects typically typed the data and were required to send the data to the researcher. In the latter case, the data was collected dynamically with the data being stored automatically. Uncontrolled environments provide a realistic situation where these systems can be tested and deployed. However, they can be harder to analyze since there are a lot of variables to consider. For example, the way the user types -on a table, on the bed or places a laptop on his lap and timing issues with online data collection. In addition, different brands of computers have differences in the spacing, size and sensitivity of the keys. This might play an important role while evaluating results in an uncontrolled environment.
Features
Before we discuss the approaches taken by researchers in keystroke dynamics, we describe in detail the features that can be extracted from the raw typing data. While typing, the computer can record the key pressed and the time at which it was pressed. In addition to this, it can also record the time at which the same key was released and for how long it was pressed. All this information can be stored while a user is typing the data and certain features can be extracted from them as shown in Figure 2 . Here we present commonly used features in keystroke dynamics research.
Latency is one of the most commonly used feature by many early researchers. There are three types of latencies as defined by [9] -press-to-press (PP), release-to-release (RR) and release-to-press (RP) latencies. The digraph is also defined as the PP latency by most researchers in literature [96] . Recently, researchers have also called the release-to-press time as flight time [144] . These features are easy to extract from the raw information since the system can log the time at which each key press was made. Gaines et al. [56] conducted the first feasibility study on the use of timing pattern of keystrokes as an authentication method at Rand Corporation. They observed that the average digraph times ranged about 125 ms. Trigraph is the time interval between the presses or releases of alternate keystrokes. Some researchers have also used other N-graph features for identification. This feature was first used by Bergadano et al. [16] . It was observed that using trigraph features gave better classification results than using digraphs or higher order n-graphs. Key hold time or dwell time is defined as the time for which each keystroke was pressed. The keystroke latency is the combination of the hold and flight times. In all the previous works typing by subjects was carried out in a controlled environment. Monrose and Rubin [107] were the first to conduct experiments to check the viability of authentication users based on keystroke dynamics in an uncontrolled environment. Robinson et al. [127] concluded that hold times are much more important than inter-key times. Certain types of keyboards are available in the market which can measure the pressure applied to a key while typing. Attempt to recognize emotion from users typing pattern using pressure sensitive keyboards was carried out by Lv et al. [98] . Similar work was also conducted by Allen [5] as part of his thesis. In addition to these features, the total duration taken to type a certain string can also be measured. Using one or more of these features, sub features such as the force applied to a key and speed of typing can be derived [88] . The speed is usually measured in words per minute (wpm) or the average time to type each character. Other secondary features that can be derived are the minimum/maximum speed of typing, the mean and standard deviations of the features and the entropy [106] .
Error metrics
In the authentication/verification stage, the raw data is acquired and processed to extract the biometric. This biometric is then compared with the existing template in the database. A matching algorithm is then used to determine how closely the biometric matches with an existing template in the database. On the other hand, identification is the one-to-many process of comparing a submitted biometric sample against all of the biometric reference templates [158] . Two important error rates are used to determine the performance of a biometric authentication system -False Acceptance Rate (FAR) and False Rejection Rate (FRR). FAR is the percentage of impostors inaccurately allowed as genuine users. It is defined as
Number of false matches Total number of impostor match attempts FRR is the number of genuine users rejected from using the system. It is defined as
Number of false rejections Total number of genuine match attempts Some researchers report the equal error rate (EER) instead of FAR and FRR. EER is defined as the value of FAR/FRR at an operating point on ROC where FAR equals FRR [77] . Higher FAR is generally preferred in systems where security is not of prime importance, whereas higher FRR is preferred in high security applications [1] . The lower the value of EER, the better the system is. Many researchers report the identification as a percentage of attempts correctly identified to the total number of attempts made. 
Databases
In the booming market of biometrics, a cheap and effective biometric such as keystroke dynamics has not increased with the same rate. It is difficult to compare the works of different researchers due to lack of standards for data collection and benchmarking. Reynolds from AdmitOne Security (formerly BioPassword) submitted a proposal to develop a keystroke dynamics format for data interchange [126] . Adoption of standards such as these should help facilitate the exchange of information amongst researchers and provide a better way to compare different algorithms. This would certainly reduce duplication and multiplicity of efforts [122] . Creation of large, standardized databases, such as those available in other biometric areas, which are publicly available will only further the development of this field and allow accurate comparisons of algorithms and approaches. Table 1 lists some of the databases which have been made available by some researchers. Of all these databases, only the database by Jugurta and Freire [84] consists of static and dynamic text. This is important since it allows testing in a real world situation. However, the number of subjects and samples in this database are small as compared to other databases. The database collected by Giot et al. [58] is one of the largest databases publicly available. However, this is still small when compared to practical situations where companies may contain data from thousands of users. A joint effort needs to be undertaken by researchers to collect a large database which resembles a real world situation. The database compiled by Allen [5] is the only database which consists of the keystroke pressure information. Commercially available pressure sensitive keyboards can provide additional information without the need of any additional hardware. In addition, it would be helpful to researchers if the databases would contain soft biometric information such as age, gender and ethnicity. This would open up new vistas of research in soft biometric classification.
Approaches
Once the features have been extracted and templates created, classification of users is performed based on the similarities and dissimilarities among the templates. Researchers have used simple patterns derived from the statistics of the features such as the mean and standard deviations to complex pattern recognition algorithms to classify typists. In some cases, a combination of methods have also been used. The variety of algorithms used by researchers makes categorizing them a challenging task. In this paper we have categorized classification algorithms into four major categories which are described below. These four categories have been based on the type of algorithms used popularly by researchers.
Statistical Algorithms
The simplest statistical method consists of computing the mean and standard deviation of the features in the template. These can then be used for comparison using hypothesis testing, t-tests and distance measures such as absolute distance, weighted absolute distance, Euclidean distance and so on. Joyce and Gupta [83] were one of the early researchers who used absolute distances for authentication. Using only absolute distances they achieved a false acceptance rate (FAR) of 0.25% and a false reject rate (FRR) of 16.36%. Recently, Guven and Sogukpinar [66] have used vector analysis to classify users with a 95% accuracy. Table 2 lists all the major work undertaken by researchers towards developing authentication and identification systems using statistical algorithms. Although some researchers have reported impressive results, it should be noted that the total number of samples in these experiments are low. Since keystroke is dependent on the behavior of the subject, the features appear to be non-linear in nature. Hence, using linear, statistical approaches may not provide good results. Another disadvantage of using statistical algorithms is the lack of a training stage which can be useful to identify patterns in the keystroke data.
Neural Networks
Neural networks or artificial neural networks are adaptive non-linear statistical data modeling tools which have been inspired by biological interconnection of neurons. There are two ways in which the weights can be assigned (or learned) -supervised learning and unsupervised learning. One of the most popular methods in supervised learning is called the backpropagation. One of the popular methods in unsupervised learning is the Hopfield neural network. Other algorithms such as perceptron, Sum of Products (SOP), Adaline and weightless neural networks have been used to classify users based on their keystroke dynamics. Obaidat and Macchiarolo [113] presented a way to classify inter-character times using an artificial neural network. During the investigation phase, three different neural network architectures were tested -backpropagation, sum-of-products and hybrid sum-of-products. From experiments, hybrid sum-of-products was found to perform better than other architectures and achieved an identification rate of 97.8%. Yong et al. [161] suggested use of weightless neural networks for classifying users. They scaled the data before discretizing it into linear and non-linear intervals. They also observed that the non-linear intervals gave better results than linear intervals. Table 3 lists all the major work undertaken by researchers towards developing authentication and identification systems using neural networks. Many researchers have used neural networks successfully with good results. Neural networks have an advantage that they can handle many parameters. However, they can be slow not only during the training but also in the application phase. In neural networks it is difficult to decide which features are important for classification due to its "black box" mode of operation. This could be a problem for continuous keystroke authentication where results are typically desired in real time. 
Pattern Recognition and learning based algorithms
Pattern recognition is the act of using patterns or objects and classifying them into different categories based on certain algorithms [149] . It contains simple machine learning algorithms such as the nearest neighbor algorithms and clustering to much more complex algorithms such as data mining, Bayes classifier, Fishers linear discriminant (FLD), support vector machine (SVM) and graph theory. Yu and Cho [162] , used a three step approach to improve the performance of keystroke identification. The SVM novelty detector achieved an average error rate of 0.81%. Giot et al. [58] proposed a method to identify computer users by using a support vector machine (SVM) and achieved an identification rate of 95%. SVM is a supervised learning algorithm which shows promising results for both authentication and identification. This seems to be an important algorithm against which future algorithms should be benchmarked. Table 4 lists all the major work undertaken by researchers towards developing authentication and identification systems using pattern recognition and learning based algorithms. One of the biggest advantage of using probabilistic learning algorithms is that they provide a confidence value associated with the decision made. Probabilistic learning algorithms can also reduce the problem of error propagation by ignoring outputs with low confidence values. Moreover, unsupervised learning techniques can identify patterns in the data automatically. 
Search Heuristics and combination of algorithms
Search heuristics such as genetic algorithms are used to find an optimum solution. They are a part of evolutionary algorithms. Ant colony optimization (ACO) is an example where genetic algorithm is used. They also find application is areas such as bioinformatics. Bioinformatics is the application of computational technology to molecular biology. Keystroke feature selection using a hybrid system based on support vector machines (SVM) and stochastic optimization algorithms such as Genetic algorithm (GA) and particle swarm optimization (PSO) was developed by Azevedo et al. [8] . The SVM verifier which uses a GA as the evolutionary algorithm for feature selection gave a minimum error of 5.18% at a FAR of 0.43% and FRR of 4.75%. Using PSO with a personal and global acceleration of 1.5, the minimum total error was 2.21% with a FAR of 0.41% and FRR of 2.07%. Revett et al. [121] used a bioinformatics approach to achieve a FAR of 0.1% and FRR of 0.1%. This algorithm can handle 40000 samples and provide promising results. This algorithm shows promising results for large number of samples and should be considered while benchmarking future algorithms. The advantage of using genetic algorithms is that they can easily handle large databases. It also provides multiple solutions and can handle multi-dimensional, non-differential, non-continuous, and even non-parametrical problems. Sometimes a combination of these classification techniques have been used. A combination of neuro-fuzzy algorithms such as Fuzzy-ARTMAP have been used to classify subjects based on their keystroke dynamics. Montalvao et al. [108] tested the effect of histogram equalization of time intervals on the performance of keystroke based identification algorithms. Four algorithms were used for analysis -on static text using the algorithm proposed by [20] , on static and free text by using algorithm proposed by Monrose and Rubin [107] , on free text by using the algorithm proposed by Gunetti and Picardi [61] and on free text using a Markov chain algorithm where the prior probability vectors are replaced by 2D and 1D histograms. From all the experiments it was observed that histogram equalization of keystroke timing data led to an improvement in equal error rate (EER). Table 5 lists all the major work undertaken by researchers towards developing authentication and identification systems using search heuristics and combination of algorithms. A recent trend seems to be using search heuristic based approaches and mixture of algorithms for keystroke evaluations and to determine the best features and patterns in the data.
Factors affecting performance
From the experiments conducted by Joyce and Gupta [83] , they observed that shorter and easy to type login strings were easier to impersonate. They suggested use of other approaches and extraction of other features to improve the performance of the verifier. They also emphasized the importance of the timing accuracy of the machine. Killourhy and Maxion [90] conducted experiments to investigate the effect of clock resolution on keystroke dynamics. They observed that the EER increased by approximately 4.2% when using a 15 ms resolution clock instead of a 1 ms resolution clock. This is significant since the European standards [31] for access control mandates a FAR of 1% and a miss-rate of 0.001%. System load cause problems leading to timing inaccuracies. Hence, systems need to be made robust to timing inaccuracies.
Monrose and Rubin [107] observed from experiments that there was a large variation in comparing the same user performing structured and unstructured texts. They hypothesized that the reason for this could be that the users were not sure about what to type, which led to distinctive pauses during typing. However, for consistent typists it was possible to identify users from structured and unstructured text. They also conducted experiments to identify subjects based on the use of their dominant hand. However, no conclusion could be made due to insufficient number of left-handed subjects.
Ru and Eloff [129] observed that normal "English" like text seemed less discernible from each other rather than those passwords which contain special characters. A new measure known as the Goodness measure was used by Janakiraman and Sim [78] to compute the quality of a word used in keystroke dynamics. Non-English words were identified with higher accuracy than English words. Also the goodness measure provides a reference of good nonEnglish words that can be used for testing purposes. Mandujano and Soto [102] confirmed that having a mix of alphanumeric characters in the password increased its chances of being identified with the valid user. Longer passwords provided a better means to identify individuals accurately.
The effective size, type of passwords and the number of samples needed for a person to enroll and authenticate has an impact on the error rate of the system. Peacock et al. [119] provided a graph containing the cost to enroll and cost to authenticate using works of various researchers. Chang [33] presented a way to increase the size of the training data set using resampling techniques in time and wavelet domains. They tested their technique on a database obtained from Yu and Cho [162] . Although their results were not better than Yu and Cho's, the computational cost was reduced from two hours to 3 seconds.
The emotional state of the user also has an impact on the typing speed. [89] found that a negative state led to a 70% reduction in typing speed compared to the 83% increase in the typing speed when they are in a positive state. The effect of emotions on typing was affirmed by Epp et al. [54] . Similarly, health conditions, place where a person types such as on the bed, on the table, the type and brand of computer used could also have an impact on the efficiency with which a person can be accurately classified.
Artificial rhythms and cues can also be presented to users while typing to improve the quality of keystroke data [86] . A rhythm is the natural pause which a typist includes while typing, while cues are signals presented to a user in a periodic manner. Six different strategies were examined which included various combinations of rhythms and cues. The number of pauses in the rhythms was fixed to 2 while the tempo of the cues was fixed to 400 ms. From experiments on uniqueness and discriminability of rhythm, and consistency and discriminability of cues, they concluded that rhythms and cues are unique and consistent respectively even for a low skilled typist. They observed that typing patterns from artificial rhythms were much more unique than those from a natural rhythm. Use of auditory cues also led to a reduction in the equal error rates.
Applications
Although this biometric has been around for a quarter of a century, it has not been a wide part of the security landscape. Some of the possible areas where this biometric could provide security are to deter practice by impostors, prevent spyware attacks and to provide cyber-security against online hacks [140] . Using surreptitious surveillance techniques impostors can attempt to impersonate user behavior. Araújo et al. [7] have shown that using impostor data which practiced user behavior led to an increase in the false acceptance rate (FAR). Lee and Cho [93] proposed a method of retraining the authenticator algorithm using impostor patterns. Monrose [106] suggested a method of password hardening using keystroke dynamics information. Spywares are one of the ways in which an impostor can collect keystroke information such as keys typed, keystroke timing durations and latencies. Until now no major investigation into the possible synthetic or bot attacks on keystroke dynamics has been undertaken barring a recent work by Stephan and Yao [144] . In the paper they showed the robustness of keystroke dynamics to synthetic forgery attacks by two simulated bots using a support vector machine (SVM) approach. Sheng et al. [141] in their work on authentication using parallel decision trees, generated simulated data from existing database. Keystroke dynamics can also be used as a verification step to recover user ids when users forget their passwords [36] . Use of keystrokes to remember and authenticate returning users surfing websites or chat rooms was suggested by Gunetti and Picardi [62] . More recently, researchers have begun looking at the possibility of detecting gender of the user based on keystroke dynamics [59] . This is one of the first steps towards using this biometric for soft biometric recognition. In order to increase the robustness of the identifying and authenticating, it could be combined with other methods such as motion of fingers [111] . Developing countries with their virtually untapped market provide a huge potential for companies to offer security and biometric services. However, use of biometric in developing countries will depend on the size and nature of the organization, in addition to the ease of use [152] . Keystroke biometrics could play an important part in this field since it is cheap and requires no additional hardware.
Commercial Solutions
Based on existing patents, companies have developed commercial solutions which are being offered to verify user identity. One of its applications includes recognizing users to prevent multiple usage of paid services such as internet or pay-by-view televisions. Information about some of the major commercial solutions and the companies offering them are provided below.
AdmitOneSecurity Inc., formerly BioPassword Inc.,was founded in 2002 and is based in Issaquah, Washington. It is one of the first patented commercial systems providing risk-based authentication solutions for preventing fraudulent use of digital identities and a robust, layered approach to security. This software can continuously assess the risk involved in operation by using a a number of factors such as keystroke dynamics, device characteristics, IP address, etc.. Rules are used to score that information, create a confidence rating, and then provide access based on the confidence or lack of risk.
Authenware Corp. was founded in 2006 and is headquartered in Miami, Florida (USA). It provides identity authentication solution based on a combination of user id and password, keystroke dynamics and other behavioral biometrics. Their product is being used by industries such as financial services, government, transportation and logistics, manufacturing, telecommunications and retail. It is one of the largest keystroke dynamics based company.
BehavioSec, based in Sweden offers Behaviometric solutions for risk based authentication of end users and is designed to tackle the security demands of both IT organizations and online services. It validates the identity of an individual continuously while the user is using the computer.
BioChec is a company based in Stony Point, NY. Keystroke Biometrics is the awardwinning patented software-only seamless online authentication solution for FFIECcompliant secondary authentication. It uses two-factor biometrics, a combination of user id and password, and keystroke dynamics to provide authentication.
Deepnet Security, a company based in London, UK makes TypeSense a keystroke dynamics based solution. They claim to employ flexible enrollment, auto-correlative training and adaptive learning which leads to better results in terms of very low false accept rate (FAR).
Delfigo Security, a company based in Boston, MA is one of the pioneers in the field of keystroke biometrics. Their core product is DSGatewayTM, a versatile authentication platform that utilizes multiple authentication factors, including keystroke and device identification, to validate the credentials of each user and transparently provide the appropriate level of system access.
ID Control, a company based in the Netherlands offers KeystrokeID which monitors and analyses the user's keyboard behavior during the time of his/her access. KeystrokeID operates without any user interference. The user does not have to be trained to use it, as they log on using their user id and password while the process runs in the background or on the network. Their products are being used in e-government, e-business, e-health and e-finance fields.
iMagicSoftware, a company based in Solvang, California makes Trustable Passwords, a patented commercial system based on keystroke dynamics. It is compatible with all web browsers and across all platforms. It works in enterprise networks and over the internet. Trustable Passwords Enterprise Suite, is being used by organizations such as healthcare, financial service, and oil and gas to strengthen their digital security and meet regulatory requirements while maintaining user convenience. It helps websites to provide authentication, fraud prevention, and identity protection.
Probayes is a French based biometric solution provider. It uses Bayesian computing to develop stronger keystroke dynamics based biometric for web applications. It consists of a set of patented software components ready to be integrated in any application. Their core technology ProBT extends the Bayesian Networks framework by providing a structured programming language, allowing the developers to increase their applications capabilities and robustness by easily integrating Bayesian models.
Psylock GmbH, a company based in Regensburg, Germany provides technology based on user's keystroke dynamics. Psylock Authentication Server was awarded the TV Certificate for Software quality functional safety and data security. It is the only keystroke biometricsbased method that requires no password.
Scout Analytics is another behavioral analytics company based in based in Issaquah, Washington which focuses on helping digital publishers maximize the value of their visitors. It helps detect clients based on their keystroke dynamics and prevent users from sharing their same account with multiple partners. They combine typing rhythms with IP addresses and browser information such as cookies to provide a strong authentication.
Conclusions and Recommendations
In this survey, we have presented an extensive survey of research conducted in the field of keystroke dynamics over the past three decades. However, there are a few challenges and open areas of research that should be addressed in order to make this an effective biometric.
Keystroke dynamics has a strong psychological basis which should be explored to gain deeper understanding of the motor behavior during typing. Using these concepts, models could be built to better understand the processes involved in typing. An understanding of how different people or groups of people type may provide insight into patterns in soft biometric features such as age and gender. This might help in the development of better classifiers which could improve the accuracies of existing systems.
From existing literature, we recognize that certain features tend to provide more useful than others. Future work on the impact of features or their combination will be helpful and may increase the accuracies. Development of a common nomenclature for the features will possibly clear the ambiguity present in describing features and help in accurate comparison of features.
Research on the effective size and type of passwords and the number of samples needed for a person to enroll and authenticate should be conducted so that users can be enrolled and authenticated as quickly as possible. Although larger passwords provide unique behavior, they are difficult to remember and may inhibit users from using them. Research into type of passwords and their impact on typing is an open area which we believe should be investigated. Most research on keystroke dynamics ignore the time required for training and execution of the algorithms. Any system which uses this biometric to authenticate and identify people should be able to generate a template and results fairly quickly. If the time required to authenticate or identify is too long then it may cause disinterest in the acceptance of this biometric. There are some questions regarding the effectiveness of using a static or dynamic approach to authenticate users. However, this problem depends on the type of application.
Majority of the work on keystroke dynamics involves English as the primary language of communication. However, differences in language can lead to drastically different results even with the same algorithm. This maybe due to layout of keyboards for different languages and the differences in the frequency of characters used in the language. Considering the fact that an algorithm may not provide uniform results in all languages this is an area of research which maybe worthwhile investigating.
There are some instances in existing research where it is unclear how error rates have been achieved. Some researchers report only the lowest error rates. Development of standardized protocols for keystroke system evaluation would help in providing accurate comparisons. The evaluation of the methods used is further complicated by the lack of standardized databases. Availability of large databases such as those in the field of facial recognition and fingerprints will foster research and make it easier to compare future research. Development of large databases containing data from thousands of people might help in determining whether this biometric can be deployed in commercial systems successfully.
Current keystroke data used for research has been collected over relatively short periods of time. The typing behavior of an individual changes with time due to age or health conditions, leading to a large variability in the stored template and current template. Therefore, development of adaptive templates will reduce instances of false rejection as the users age. A longitudinal study of keystroke dynamics could help in determining the problems associated with this biometric.
With mobile computing gaining popularity through the use of smartphones, tablets and other touchscreen devices, it might be worthwhile to consider the application of keystroke dynamics on these devices. It would be interesting to compare results on physical and virtual keyboards since there is a change in typing behavior. In virtual keyboards, the typing is predominantly hunt-and-peck as compared to physical keyboards where the behavior can be hunt-and-peck or all finger usage.
The field of keystroke dynamics is still in a nascent stage and there are a number of challenges that need to be overcome in order for it to become an effective biometric. However, it has tremendous potential to grow in the area of cyber-security and remote monitoring since it is non-intrusive and a cost-effective biometric.
